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EXECUTIVE SUMMARY

This deliverable outlines a service model for Ethernet, IPv4, IPv6 and circuit emulation
targeted to the multi-service broadband access and aggregation network. Based on a set of
reference applications it is shown that the application requirements defined by WP A1 can be
mapped onto this service model.

The service model results from a generalization of the Ethernet service model specified by
the Metro Ethernet Forum. It is based on the concept of “service connections”. A service
connection provides a layer 2 and/or layer 3 service with a specific set of service attributes,
e.g. a QoS profile, between two or more interfaces of the multi-service broadband access
network. Service connections must be engineered according to their specific service
attributes and therefore represent a rather static network property.

However, traffic flows generated by applications in a multi-service broadband access network
can be rather dynamic and transient. This aspect is covered by the service model through a
dynamic binding of application flows to the service connections. This flexible binding between
application flows and service connections must be performed by the nodes of the access and
aggregation network itself and is an essential requirement to be fulfilled in the future multi-
service broadband access network.

Service connection A service connection instance is an instance of an association
instance between two or more U and/or V interfaces. The service

connection instance provides Layer 2 and/or Layer 3 services to
one ore more application instances .

Application flow An application flow is a traffic flow in the access/aggregation
network which is generated by a single application instance.

Binding Binding is the means by which an application flow is assigned to a
service connection instance so that it can make use of the provided
service.

Basic service A basic service is either an Ethernet, PPP, CE, IPv4 or IPv6
service.
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1 INTRODUCTION

The most common broadband application in today’s access networks is often simple internet
access, characterized by

e best effort SLA
e single service connection per access port
e moderate bandwidth per access port.

Future applications are much more demanding in requiring a multi service broadband access
network which supports, e.g.,

e multiple concurrent service connections per access to multiple network and
application service providers

direct and on-demand service connections between different accesses (peer-to-peer)
guaranteed QoS and/or SLA

on demand QoS per service connection

multicast and broadcast

rich content applications with high bandwidth requirements

nomadic applications

peer-to-peer applications

highly reliable applications, like telephony

Circuit Emulation services

Metro Ethernet business services, like Virtual Private LAN Service or Virtual Private
Wire Service.

At the same time Ethernet technology step by step is starting to complement or replace ATM
in the first and second mile of carrier networks. This is mainly due to the Ethernet’s superior
price/performance caused by the economy of scale, which is being originated in the huge
enterprise market.

In parallel, functionality developments are also being carried out in Ethernet products which
were only available before in advanced IP routers, e.g., QoS support, complex frame/packet
filtering functions, user authentication (based on 802.1x), etc. These developing
functionalities will help to fulfil carrier specific requirements, e.g., concerning security,
reliability, multi-service engineering, which were in so far not completely supported in
Ethernet enterprise networks.

Consequently Ethernet services have been defined for carrier networks, the most advanced
service model being specified by the Metro Ethernet Forum [1]. This model was developed
with the focus on Ethernet business applications, because it is targeting Metro Ethernet
networks. Ethernet business applications and therefore the service model of the MEF must
also be supported by a future multi-service broadband access. However, additionally the
much larger scale of demanding residential and business applications as investigated in WP
A1 must be supported simultaneously by this access network.
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Altogether it is envisioned that the future broadband access network must implement
powerful service models, with a wide variety of service attributes, which are capable of
supporting many different business and residential applications as well as the different
business models of the network access providers. One potential service model, which can be
taken as a basis, is that of the Metro Ethernet Forum [1]. However since this targets only a
small set of Ethernet business services, the objective of this deliverable is to outline more
generic service models for the future multi service broadband access.
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2 SCOPE

Annex 1 of the MUSE contract describes the scope of this deliverable as follows:
“Roles of Ethernet, IPv4, IPv6 and CE services in the broadband access

The first task is a research activity whose aim is to revisit the roles and uses of Ethernet
services, IPv4 services and IPv6 services in a multi-service broadband access. The idea is to
investigate whether the mapping between an application and a Layer 2 or Layer 3 service
can be optimised, with respect to the present situation. This task involves

¢ toinvestigate how Ethernet services as defined in the Metro Ethernet Forum can be
used for residential broadband applications (e.g. peer-to-peer services) and define
specific requirements and service attributes

e to determine the service requirements (QoS, configuration,..) for emerging IP
services.

¢ to study the interaction between Ethernet and IP services (e.g. multicast)

o to define IPv6 services for multi-service broadband access and determine the
possible role and requirements for IPv6 services in broadband applications

¢ to study the interaction between IPv6 services and Ethernet/IP services (including
interaction between fixed and mobile services).

After three months a proposal for service roles will be presented to SP A (M A2.1) and will
need to be agreed on. The proposal will further be consolidated into a deliverable (DA2.1).
Both documents will be a basis for the research task on network architecture.”

WP A1 defines a shortlist of reference applications together with the respective application
requirements.

In deliverable DA1.2 these application specific requirements are mapped into generic classes
of network requirements for multi-service broadband access.

It is the objective of the present deliverable DA2.1 to outline how these network requirements
can be further consolidated into service models for Ethernet, IPv4, IPv6 and CE services.
These service models must be appropriate for the broadband access, and must allow as well
for an optimized mapping of the business and residential applications.

The scope of the present deliverable encompasses:

¢ aninvestigation about if and how the service model specified by the MEF [1] can be
re-used and mapped onto the most common reference applications defined by WP
A1

¢ aninvestigation on a service model for IPv4 services applicable to the broadband
access and which is supporting the most common reference applications
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It is not

an investigation on the interaction between Ethernet and IPv4 services, e.g., caused
by multicast

an investigation on the influence of IPv6 on the above mentioned service models for
the broadband access

an investigation on the interaction between IPv6 services with Ethernet and IPv4
services.

in the scope of this deliverable to:

specify application or network requirements (performed by WP A1)

investigate how the service models can be implemented by a network and which
functions are required on the network elements in order to fulfil the implementation

(performed by WP A2.2, WP A2.3)

specify service models which are relevant only for the network beyond the access
edge nodes.
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3 BASIC PRINCIPLES

3.1 Network Reference Model

The basic network model this document is referring to is shown in figure 1. This network
model is based on the DSL-Forum network model as defined in [2] and [3], which mainly
identifies five different sub-networks:

the customer premise network (CPN)

the access network operated by a network access provider (NAP)
the regional network operated by a regional network provider (RNP)
the network service provider (NSP) network

the application service provider (ASP) network.

optional, may be part of
NAP, ]
in this case A10-NSP =V Customer Premises

ess Aggre Access Routing _
ge [ 98tion 1 multipl | Gateway
de Made exer _
| \ NAP / -
/ h\‘%__\_ﬂ_—'""--‘ C P N :
optional, may be part of NAP,
in this case A10-ASP =V
A10-ASP AT0-NSP Vv U T

Figure 1: Network Reference Model

The customer premise network CPN is connected to the access network at reference point
U. This corresponds to the interface between the routing gateway RG in the CPN and the
access multiplexer of the NAP.
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On its turn, the access network is connected to a regional network at reference point V,
which corresponds to an interface of the access edge node. It is to be noted that the regional
network in this definition does not offer itself IP services to the CPN, although it will often use
IP networking to provide the connectivity between the access networks and the NSP
network, e.g., by using L2TP tunnels.

This network service provider NSP offers an IP networking service to a CPN, e.g. it provides
and manages IP addresses being visible at the U interface for customer premise networks.
An NSP is interconnected to the regional network at reference point A10-NSP.

Finally, an application service provider ASP offers specific applications to application
subscribers (e.g. gaming, video, content, IP telephony). For this purpose an ASP uses the IP
networking service of an NSP. The ASP itself does not assign IP addresses to the
application subscribers. An ASP network is connected to an NSP network at reference point
A10-ASP.

Often the same organizational entity will operate more than one of the above sub-networks,
e.g., the organizational entity operating the access network may also operate the regional
network (NAP=RNP). In this case the V reference point equals the A10-NSP reference point.
If additionally the same organizational entity takes over the role of a NSP (NAP=RNP=NSP)
the V reference point becomes the A10-ASP reference point (compare also Figure 2).

3.2 Basic Terminology
3.2.1 Application Flow

An application flow is a traffic flow in the access and aggregation network which is generated
by a single application instance.

An example of an application flow is the RTP stream of a single VolP call instance in the
access and aggregation network between a U interface, behind which the VolP client is
located, and a V interface where the media gateway of a VolIP provider is connected. It is to
be noted that usually there are multiple application flows associated with one application
instance, e.g., in the above example indicated there is another application flow which is a SIP
or H.323 control stream.

3.2.2 Service Connection

The network access provider offers layer 2 and/or layer 3 services to network and application
service providers, to regional network providers and to customer premises connected to its
network. In this document, the basic means provided by the NAP to offer its service between
a specific set of U and V reference points is designated by a “service connection”, see Figure
2. The service connection concept can be seen as a generalization of the concept of
Ethernet Virtual Connections (EVC) defined by the Metro Ethernet Forum (MEF) [1].
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v U

.— _______ e emm RG P
’
. AT0-NSP

A10-ASP U

Figure 2: The different roles a Network Access Provider can play in services delivery

A service connection is an instance of an association between two or more U and/or V
interfaces. These interfaces are said to be in the service connection or member of the
service connection. Service frames/datagrams MUST NOT be delivered to interfaces which
are not in the service connection. Service connections between U interfaces are known as
peer-to-peer. There can be more than one service connection between the same set of U/V-
interfaces.

Figure 2 shows additionally the different roles an NAP can have. The NAP can provide
service connections to an Regional Network Provider RNP (1). The NAP can also be
additionally an RNP and as such can offer service connections to an Internet or Network
Service Provider ISP/NSP (2). Also the NAP can be an ISP/NSP and as such can offer
service connections to an Application Service Provider ASP (3). Finally the NAP can provide
peer-to-peer service connections to CPNs (4).

3.2.3 Types of configuration
In terms of types of configuration, service connections can be point-to-point (p-t-p), point-to-
multipoint (p-t-mp) or multipoint-to-multipoint (mp-t-mp).

A point-to-point service connection is an instance of an association between a single U and a
single V interface or between two U interfaces, see Figure 3.
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Figure 3: Point-to-point service connections

On its turn, a point-to-multipoint (p-t-mp) service connection is an instance of an association
between a particular root interface U or V and a set of leaf or secondary U or V interfaces,
see Figure 4. Service frames/datagrams are delivered between the root interface on one
hand and the leaf interfaces on the other hand. Service frames/datagrams MUST NOT be
delivered between two leaf interfaces.

Moreover, a p-t-mp service connection can serve multicast, broadcast, and also unicast
application flows.

Y NAP u NAP u

Figure 4: Two examples of point-to-multipoint service connections

Finally, a multipoint-to-multipoint service connection is an instance of an association between
multiple U/V interfaces, see Figure 5. Service frames/datagrams can be delivered between
all interfaces, which are in the service connection.
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Figure 5: A multipoint-to-multipoint service connection

3.2.4 Basic services

A service connection can offer one of the following basic services:
e Ethernet service

This service delivers Ethernet frames between U/V-interfaces, and is based on an
extension of the MEF service model [1]. It can be used to provide Ethernet bearer
services to business customers or peer-to-peer Ethernet bearer services to
residential customers. It may also be used for applications like high speed internet
access or VolP applications. The service can be offered via p-t-p, p-t-mp or mp-t-mp
service connections.

e PPP service

This service conveys PPP frames between U/V interfaces, according to RFC 1661
[4]. It is often used to transport IP datagrams over the PPP connection, and is only
applicable to p-t-p service connections. A PPP service can be provided over an
Ethernet network using PPPoE, as well as over an IP network by using L2TP.

e |Pv4 service
This service delivers IPv4 datagrams between the U/V interfaces of a service
connection. The service includes the assignment of IP addresses or IP subnets to the
involved U/V interfaces. Therefore a NAP can only offer this service if it is also a
NSP.

e |Pv6 service

This service delivers IPv6 datagrams between the U/V interfaces of a service
connection. In this case, the NAP will also usually be an NSP.
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e CE service

This service delivers service frames of the emulated circuit between the involved
interfaces, e.g., for E1 emulation, each 125 microseconds a 256 bit frame should be
delivered. Since CE is usually synchronous, strict requirements with respect to delay
and jitter apply. These CE services are usually point-to-point.

3.2.5 Binding of application flows to service connections

A single service connection instance can support a flow of a single application instance, but
usually flows of multiple application instances will be bound to the same service connection
instance. Even flows of instances belonging to different applications can be bound to the
same service connection instance, if these application flows have the same service
requirements.

Multiple p-t-p flows between different pairs of U/V interfaces can also be bound to a single
multipoint service connection instance, either p-t-mp or mp-t-mp.

While application flows themselves can be rather dynamic, service connections will often be
rather static since they usually need provisioning effort by the NAP (e.g. by network
engineering). For example, for a VolP application a single p-t-mp service connection instance
may be pre-provisioned by the NAP in an access network. For those customers which are
subscribing to VolP the respective U interface will become a member of this service
connection instance. All application flows of the succeeding VolP calls will be bound to this
same service connection instance.
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4 OUTLINE OF A SERVICE MODEL FOR ETHERNET AND
PPP SERVICES IN THE BROADBAND ACCESS

4.1 The MEF Service Reference Model

In Figure 6 the basic MEF reference service model [1] is depicted. The MEF framework
defines Ethernet service connections which are known by ‘Ethernet Virtual Connection”
(EVC). In the MEF model there are only p-t-p EVC and mp-t-mp EVC, i.e., there is no p-t-mp
EVC defined. The reason for this is that the MEF is focused on Ethernet business services
as a replacement of leased line service or FR and ATM services. In these kind of business
services only user-network interfaces (UNI) are involved, i.e., in the MEF model there is no
equivalent for the V interface acting as a NNI interface.

w
Q
Ethernet Virtual Connection UN| —
{point-to-poin UNI
: (User-Network Interface)
E-Line

Customer Edge
{(Subscriber Equipment)
Metro Ethernet Networl

Ethernet Virtual Connection
(multipoint) E-LAN UNI

Figure 6: The MEF service reference model

Also the MEF model does not include a flexible binding mechanism between application
flows and service connections.

In short, the MEF service model, as it is defined, can only be applied to a broadband access
network either:

e for service connections with a static flow binding and where only U interfaces are
involved, i.e., for static peer-to-peer business or residential services, or,
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e for service connections with a static flow binding, that, from an Ethernet service point
of view, are symmetric with respect to U and V interfaces.

As such, and in order to perform all the envisaged broadband applications in the access
network, the basic principle that interfaces can act as U, V, A10-NSP, and A10-ASP
interfaces must be assumed from the very beginning.

4.2 Application of p-t-p EVCs

Different examples for the use of p-t-p EVCs in a broadband access network are shown in
Figure 7.

A p-t-p EVC can be used to implement an Ethernet virtual line between two U interfaces. If
both U interfaces are connected to the same access network, this peer-to-peer service can
be statically provisioned by the NAP

P-t-p EVCs can also be used to statically interconnect all U interfaces of an access network
with a regional network in a point to point fashion. This results in a network architecture being
similar to ATM based access networks, where PVCs for interconnecting U interfaces with the
regional network are used.

A p-t-p EVC could also be provisioned to interconnect a U interface to a pre-selected NSP.
In this case the NSP could offer directly IP service on top of the p-t-p EVC provided by the
NAP, e.g. using a DHCP based solution.

It should be noted that an EVC cannot be used to interconnect to an ASP, since an ASP

requires that an IP service is delivered to it by an NSP. However, an IP service cannot be
provided only by an EVC.

W u

A10-NSP

AD-ASPEY NAP (+RNP or NSP) 4

RG CPHN

Figure 7: Examples of MEF p-t-p EVCs used in a broadband access network
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4.3 Application of Multipoint EVCs

In Figure 8 an example illustrating the use of an MEF multipoint EVC for interconnecting all U
interfaces of an access network to a regional network is shown. It should be noted that, due
to the multipoint property of the EVC, peer-to-peer communication between the U-interfaces
is not prevented in this case.

RG CPM

v

NAP u

Figure 8: Example of an MEF multi-point EVC used in a broadband access network

4.4 Implementing the PPP service on top of a multi-point EVC

In Figure 9, a particular case of how a p-t-p PPP service can be provided on top of a
multipoint EVC is shown. For this purpose, a special PPPoE service attribute can be
introduced for the U interfaces. On a U interface where this attribute is set, only PPPoE client
traffic that is destined for a PPPoE server behind a V interface will be accepted, and all other
Ethernet frames are discarded. Thus, peer-to-peer traffic on the multipoint EVC can be
prevented. However, it should be noted, that all PPPoE sessions share the same common
EVC resource. The substantial functionality, which is required at the access network border
for supporting this feature, is out of scope of this document.

U
N
|_ I RG ZPM
PPPcoE 1
“ I
RNP b -=-=—=—===——— -
. |
PPPoE I
|
v - - _ rRg| cpPn
S
NAP
U

Figure 9: Implementation of a p-t-p PPP service on top of a multi-point EVC
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4.5 Ethernet Service Multiplexing

Figure 10 shows how service multiplexing can be implemented at the U interface, in order to
multiplex traffic between multiple Ethernet service connections and one physical U interface.
The MEF service model [1] uses a Customer Edge (CE) VLAN tag-to-EVC map as a UNI
service attribute to perform this multiplexing. This requires the administration of a fixed
binding between EVCs and CE-VLAN tags. The disadvantage is that this binding must be
adapted if new EVCs are introduced by the NAP.

Video
Service |}HJ}—+————-——-—
Provider

video
client

Ethgrnet frames

VolP

Provider

vaice
client

NAP (+RNP)

CPN

Figure 10: Ethernet Service Multiplexing

In the future, a more flexible approach could be followed in that the selection of the
appropriate Ethernet service connection by a dynamic on-demand binding of the application
flows to the service connection instance would be allowed, e.g., as part of the registration
procedure of an application. The registration procedure would include a service selection
phase during which the specific MAC address or CE-VLAN of the CPE would be bound to
the selected service connection instance. Further on, the MAC address or CE-VLAN of the
CPE would be used as criteria for the service multiplexing.
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4.6 Mapping of Specific Applications

In the following, a mapping of some applications to a generic service model is investigated,
taking the MEF service model [1] as a basis, and pointing out the necessary changes that
should be performed in order to fulfil the specific requirements of those applications.

4.6.1 High Speed Internet

High speed Internet access is today often still based on the use of PPPoE in the access
network as depicted in Figure 9. In this case the user selects the ISP during the
authentication procedure based on a FQDN. However the use of PPP requires expensive
PPP processing functionality within the IP network.

A more cost efficient solution can be achieved by directly using IP over Ethernet in the
access network. However, in an unstructured Ethernet network without service connections,
this means that only a single IP service can be provided, i.e.,, only one ISP can be
supported.

Figure 11 shows how Ethernet service connections can help to allow also in this case for a
dynamic on demand selection of ISPs.

CPM

CPM

CPM

CPM

Figure 11: NAP supporting on demand access to multiple ISPs

For this purpose, and overtaking the p-t-mp EVC restriction of the MEF service model [1],
each ISP could be assigned a p-t-mp Ethernet service connection by the NAP. The p-t-mp
concept property prevents that the service connections are abused for peer-to-peer traffic. By
using a service selection process, a user in the CPN can bind the flows of an Internet
application to the appropriate service connection instance. Since each ISP has its own
Ethernet service connection instance assigned, IP services can be delivered by the ISPs in a
completely independent way from one another, e.g., with independent IP addressing.
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Scalability is the main reason for the use of p-t-mp Ethernet service connections as opposed
to a multitude of p-t-p Ethernet service connection instances. Indeed, a single p-t-mp service
connection instance per ISP can serve all customer premises within an access and
aggregation network, while otherwise for each combination of ISP and CPN a separate p-t-p
Ethernet service connection instance would be required and provisioned.

It is to be noted that this concept also allows for a further differentiation of services, e.g.,
based on bandwidth profiles, which can be individually assigned to the different service
connection instances.

Moreover, a U interface can be simultaneously present in two different service connection
instances by using Ethernet service multiplexing.

4.6.2 VoD

For Video on Demand a similar service architecture as described above for high speed
Internet access can be used. The Video on Demand provider would take over in addition the
role of a NSP. A special p-t-mp Ethernet service connection is assigned to the VoD provider
by the NAP. If necessary, a resource and admission control mechanism could be needed in
addition, in order to prevent an overload of the service connection in occasional high demand
situations.

4.6.3 VolP

Again the service architecture described for High Speed Internet can be used also for VolP
application. In this case the VolP provider takes over the role of an NSP and is represented
in the Ethernet access network by a p-t-mp Ethernet service connection. During boot
up/registration a VolIP client in the CPN initiates a service selection process by which the
access network binds the client’s application flows to the appropriate p-t-mp service
connection.

An alternate solution based on a pre-selected VolP provider is shown in Figure 12. In this
case, p-t-p service connection instances are used to interconnect customer premises to a
pre-selected VolP network service provider. The VolP service provider also assigns IP
addresses to the voice clients in the customer premises. The service connection instances
are pre-provisioned with the appropriate service attributes for the VolP application, e.g. with
respect to bandwidth profile, service availability, etc.

The example also shows how dual homing to two different V interfaces can be used to
increase service availability.
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NSP NAP (+RNP)
Figure 12: Implementation of VoIP by the use of p-t-p EVC

4.6.4 Peer-to-peer applications

The point-to-point EVC of an MEF business service can be implemented in the broadband
access network by a p-t-p service connection between two U-interfaces. Similarly a
multipoint EVC can be implemented by a mp-t-mp Ethernet service connection statically
provisioned between the involved U-interfaces.

Of course this service implementation for business customers could also be applied to
residential customers. However for residential customers a more dynamic service model
allowing for ad-hoc peer-to-peer service connections would be more useful, e.g. for real time
interactive gaming.

Also for residential users a peer-to-peer service, which is provided at the IPv4 layer, seems
to be more useful than a pure Ethernet service. This is because the IP service would include
the configuration of IPv4 addresses which otherwise would be in the responsibility of the
residential users.

It should also be noted that with IPv6 a peer-to-peer Ethernet service connection becomes
easier to utilize by residential users due to the stateless auto-configuration feature of link-
local addresses in IPv6.

4.6.5 Video Telephony / Conferencing

In principle the same service architectures as described above for the VolP application are
also applicable to video telephony and conferencing. A significant difference is the much
larger bandwidth being required for video. Therefore it is likely that an additional resource
and admission control infrastructure is required for economic mass deployment of these
video applications.
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4.6.6 Multicast TV

Video distribution applications can fully exploit the multicast capability of Ethernet service.
The Ethernet service architecture can be based on a dedicated p-t-mp service connection,
which is used for the distribution of all video channels. However, the member of U interfaces
that belong to the multicast groups must be taken care of by the access network by, e.g.,
IGMP snooping or another control protocol. This is the reason why for multicast based TV
applications additional service attributes describing this control function must be added to a
pure Ethernet service connection. More details are discussed in chapter 6
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5 OUTLINE OF A MODEL FOR IPV4 SERVICES IN THE
BROADBAND ACCESS

5.1 Introduction

IP has become more and more the convergence layer for applications. The number of IP
based applications and services and their importance to operators is increasing dramatically.

Currently two well known IP service models have evolved for the IP core, i.e., the best effort
Internet service model, and the IP VPN service model based on RFC 2547 [5] BGP/MPLS
VPNs. However, the future multi-service broadband access and aggregation network has
different requirements, which are not fully addressed by these IP service models.

Therefore, and also taking the MEF Ethernet service model [1] as a working basis, this
chapter outlines a more flexible IP service model targeted for the future multi-service
broadband access and aggregation network. This chapter focuses on IPv4, while impacts of
IPv6 on the service model are described in a separate chapter.

In the next paragraph, a general outline defining the model will be given. Next, some
important service attributes will be discussed. Finally, the mapping of several important
applications (as defined in MA1) onto the newly defined IP service model, will be analysed.

5.2 General outline

5.2.1 Network Reference Model

The same network reference model as for the layer 2 service model, see Figure 1, will be
taken as a basis.

Also, the fundamental service concept outlined in chapter 3 to the IP network layer will apply,
i.e., an IP service delivers IP datagrams between interfaces on the network layer. This is
opposed to an Ethernet service as described in chapter 4, which delivers Ethernet frames
between two or more interfaces at the link layer. Of course an IP service will itself make use
of the services at the link layer, which leads to a dependency of the IP service from the
implementation of the underlying Ethernet service model. This interaction between the Layer
2 and Layer 3 service models will be discussed in the next chapter.

IP datagrams can be delivered between U and V interfaces, or between two or more U
interfaces, see Figure 2. For the IP service model to be applied, the NAP is required to be an
NSP, since IP addresses/subnets must be managed by the NAP and assigned to the U/V
interfaces. It is to be noted that, if the NAP is not also an NSP, and the aggregation network
is based on layer 2, the IP datagrams are transported transparently through the NAP and the
service provided by the access network relies on layer 2.

Therefore, in order to support the IP service model, a minimum of IP routing will have to be
provided by the NAP network, as well as the support for IP QoS mechanisms.
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In Figure 13, an example of a network scenario with an IP service provided by a NAP, is
shown. In this example the NAP has opted for an IANA assigned address space
(105.12.0.0/16), and has a peering point with another ISP to the Internet. Additionally the
NAP provides IP services to a VolP application service provider and a video on demand
application service provider. The VolP ASP was assigned an IP subnet of 105.12.16.0/20 by
the NAP, while another 12 bit subnet is assigned to the VoD ASP. On its turn, U interfaces
get assigned single host routes,e.g., by using DHCP).

PSTN peering
Y] U

105.12.201.24

® v
VolP ASP

105.12.16.0/20
105.12.0.0/16

VoD - ASP NAP 105.12.201.25

105.12.32.0/20 U

Figure 13: Network scenario with an NAP providing IP service.

In order to provide the appropriate QoS and bandwidth for the video and voice services the
NAP allows for appropriate IP service connections. An example is shown in Figure 14, where
a multipoint service connection (blue, short dashed) is used for the Internet access, another
point-to-multipoint IP service connection (red, long dashed) is used for the VoIP service,
while further p-t-p service connections (green, dotted) are used for access to the VoD
applications. The Internet service connection is assigned with the best effort QoS class, while
the other service connections are assigned according to the appropriate QoS profiles.
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Figure 14: Different IP service connections between users and ASPs

5.2.2 Types of configuratios for IP service connections

As already defined for the Ethernet service model [1], three types of configurations for IP
service connections must be considered:

point-to-point : in this type, only two interfaces are involved, which can eitherbe aVora U
interface, or two U interfaces. IP application flows which are bound to a p-t-p IP
service connection enter the access network at one interface and leave the access
network at the other interface of the p-t-p IP service connection. This could be
achieved by the performance by the access network of an appropriate IP address
filtering of the application flows at the interfaces, or by tunnelling. However,
implementation details are outside of the scope of this deliverable.

The differences to p-t-p Ethernet service connection rely on the fact that the p-t-p
IP service connection includes assignment of IP addresses/subnets to the
interfaces, as well as that only appropriate IP datagrams will be delivered, and that
binding of application flows is based on Layer 3 criteria, e.g., IP addresses, port
numbers, DSCP bits, etc.

point-to-multipoint : in this type, characterised by a tree-like service topology that allows
application flows either from a certain root or server interface (could be both a V or
U interface) towards several other, secondary, interfaces (most probably U
interfaces), or, in the other direction, where the application flows are from one of the
secondary interfaces towards the root interface. There are no flows allowed between
two of the secondary interfaces. Hence flows will always go through the root node.
The traffic can either be multicast from the root to the secondary interfaces, or can
be unicast traffic. Again, an implementation could be based on appropriate IP
address filtering of the application flows at the interfaces.
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multipoint-to-multipoint : in this type, several interfaces are involved, which could be both U
and V interfaces. There are no restrictions with respect to traffic forwarding, and
unicast, multicast and broadcast traffic are supported. By using this definition the
current well-known Internet service model can be implemented by a NAP based on
an overall multipoint-to-multipoint IP service connection. This type of service
connection could also be restricted more specifically to single IP subnets, where the
identification of the interfaces belonging to this particular IP service connection is
based on their IP addresses.

In Figure 15 the subnet 105.12.201.0/24 including both U interfaces in the figure are part of
the Internet, while the subnets 105.12.210.0/24 and 105.12.220.0/24 of the V interfaces are
not in the Internet service connection. Therefore, these subnets are also not accessible from
the Internet, i.e., traffic from the Internet with this destination addresses is discarded at the
peering point.

peering

\' U

v
10512210024 |  ~ = Pem=m=m——-

105.12.201.24

105.12.220.0/24
] 105.12.201.25

\

NAP=NSP U

Figure 15 : A best effort mp-t-mp IP service connection implementing the Internet service

5.2.3 Security

Security is of course an essential requirement to be covered by any implementation of this
service model. In this context, authentication MUST prevent un-authorized access to service
connections, i.e., once a service connection is set up, no other interfaces but the interfaces
who are a member of the connection, which is defined at provisioning-time or later on by an
authentication procedure, can setup flows over the connection or send data over the
connection. Additional security attributes could be considered, e.g., if strict security is
required, the use of an encryption mechanism (e.g. IPSEC) can be introduced.

5.2.4 Quality of Service

A QoS profile is an essential IP service attribute that contains all relevant QoS parameters,
e.g., bandwidth, delay, jitter, packet loss. A QoS profile can be assigned to an interface,
independently from IP service connections, and/or to an interface per IP service connection
instance, as already mentioned for the MEF service model [1].
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It is to be noted that QoS engineering and SLA enforcement of point-to-point service
connections is easier than for p-t-mp or even mp-to-mp service connections. This is because,
in the latter cases, the application flow distribution is not completely pre-determined by the
service connection itself. This must be taken into account, when specifying the QoS profiles
for multipoint service connections.

QoS on demand is another application requirement, which must be taken into account. The
current service model through, e.g., an on-demand re-binding of an application flow to a
different service connection providing the required QoS profile can support this requirement.

5.2.5 Service multiplexing

An end-user can have several applications running at the same time, e.g., background “file-
sharing” via a peer-to-peer application, some best effort Internet and listening to his or hers
favourite radio station via streaming music. This shows how a single interface can have
multiplexed several different application flows. It is necessary to be able to distinguish
between the different application flows and to map them to the appropriate IP service
connection.

Service multiplexing can be based on:

source |IP address
destination IP address
DSCP/TOS bits

port numbers

and combinations.

An example for IP service multiplexing based on destination IP address is shown in Figure
16.

NAP=NSP 105.12.201.24

destination IP =
N 105.12.220.0/24

105.12.210.0/24

105.12.220.0/24

best effort

Figure 16: IP service multiplexing based on destination IP address
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5.3 Mapping of Specific Applications

5.3.1 High Speed Internet

In order to support the High Speed Internet application, two different scenarios can be
envisaged.

In the first scenario, initial setups of point-to-point IP service connections take place between
end-users and a specific peering point to the Internet backbone. On the V interfaces, multiple
point-to-point IP service connections, from different end-users are multiplexed. This
approach will most likely be used for business users because it allows the assignment of
guaranteed network resources to customers for accessing the Internet backbone.

105.12.201.24

105.12.201.25

peering

105.12.201.28

105.12.0.0/16
Tier 1 ISP NAP=NSP

Figure 17: Internet Access with individual p-t-p IP service connections

In the second scenario, there is an initial setup of a mp-t-mp service connection (compare
Figure 15). Since the traffic will be distinct towards the individual end-users, the reason for
setting up a common service connection is related to a better scaling and a better usage of
network resources due to multiplexing gains. On top of this, peer-to-peer applications for
users with Premium High Speed Internet access can also be supported.

In order to distinguish High Speed Internet from the normal Best Effort internet, a separate
multipoint-to-multipoint connection for Best Effort could be considered, whereas the High
Speed Internet connections could be supported by either of the two methods described
above, namely, either point-to-point or mp-t-mp, with an enhanced QoS profile. At
multiplexed interfaces the IP service connection can be identified, e.g., by the destination IP
address.

5.3.2 VoD

For the Video on Demand, a p-t-mp service connection between the ASP or content provider,
which in this case is not the same as the NSP or NAP, and the end-users must also be
considered. The QoS attributes on this p-t-mp connection will be strict, taking into account
the nature of on-demand applications. There can be different parallel p-t-mp connections,
with several participants, each with a different set of QoS parameters.
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P-t-p application flows can be bound to this service connection(s). Multiple application flows
are supported per CPN, e.g., multiple set top boxes per home. Also, as indicated for the
Ethernet service model, if necessary, a resource and admission control mechanism could be
needed in addition, in order to prevent an overload of the service connection in occasional
high demand situations.

5.3.3 VolP

In order to deploy this application, two different scenarios are considered, where, for each
one, the location of the server node of the point-to-multipoint connection is not the same.

In the first scenario (see Figure 18), the ASP is considered to be a third party provider,
independent from the NSP. In this case both the control and data plane will go transparently
through the NSP network. This can be achieved by binding the VolP application flows to a p-
t-mp IP service connection. The ASP will process the control packets (e.g. SIP) and setup a
VolIP call with the second end-user. All traffic will continue to flow through the ASP, for
accounting, billing, security, etc. There is almost no interaction with the NSP, except maybe
for setting QoS attributes in the network, if the static QoS attributes of the service connection
are not sufficient. By configuring several parallel point-to-multipoint service connections,
each with different QoS parameters, with the same participants, the interaction with the NSP
is restricted to an absolute minimum. This case can also be applied if an ILEC is separated in
distinct entities with one acting as a pure access provider, while another is a retailer service
provider.

VolP U
Controller |

VolP Gateway |

ASP NAP=NSP

Figure 18: VolP application using direct p-t-mp IP service connections

In the second scenario, the ASP is the same as the NSP or NAP. This makes it possible to
optimize the routing of local calls by using a mp-t-mp IP service connection. It requires to
include more functionalities, like accounting, or security, into the access network, closer to
the end-user. This could for example be done in an IP DSLAM or a BRAS (or Edge Router)
with SIP functionality.
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Figure 19 : VoIP using IP DSLAM with mp-t-mp service connection

5.3.4 Peer-to-peer applications

These applications are always between two or more U interfaces. To support peer-to-peer
applications, two connections types are applicable. It is either possible to have a point-to-
point connection between the two U interfaces or a multipoint-to-multipoint connection
between the peers (more than two) that participate in the application. It is inherent to peer-to-
peer applications that there is no V interface involved, since the whole application is end-user
driven.

From a NSP/NAP point of view, there will have to be accounting functionality in the IP
DSLAM, in order to be able to operate billing on the traffic generated by the peer-to-peer
applications.

It is to be noted that, in the IP core, one instance of mp-t-mp IP service connections for peer-
to-peer applications is today available, which is that related to the deployment of RFC 2547
[5] BGP/MPLS based VPNs. These VPNs support independent IP addressing for each
service connection, i.e., VPN instance, and exchange routing information with the peers.

Of course for the broadband access more simple implementations of IP mp-t-mp service
connections are more appropriate.

5.3.5 Broadcast or multicast television

It constitutes a standing fact that these type of applications are best mapped to a point-to-
multipoint IP service connection, since the root interface will be the multicast source,
providing the content to the other U interfaces or end-users. The biggest amount of traffic will
be in the downstream direction, i.e., from the root interface towards end-users, whereas only
some control traffic will go in the upstream direction.

For the purpose of controlling membership to multicast groups, specific service attributes
must be added to a multicast capable IP service connection.
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Again, multiple parallel point-to-multipoint service connections can be defined, each one
dedicated to a specific channel or movie, or each one with a different set of QoS parameters.
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6 INTERACTION BETWEEN ETHERNET AND IP SERVICES

6.1 Introduction

A network service makes use of services provided by the link layer. This can lead to an
interworking scenario, where the IP service model can interact with the underlying Ethernet
service model.

Since in some network scenarios, IP services and Ethernet services are offered by different
network providers, a coordination of the service provisioning may be required.

This chapter investigates this interaction. Special care is given to services using
multicast/broadcast, as the this IP service feature will rely on the multicast capability of
Ethernet.

6.2 The impact of multicast

When discussing multicast, a clear definition should be given about the location where the
copy of the multicast data is performed. The multicasting mechanism sends the same
information only once and only to the intended end users. As such, the resulting bandwidth
savings and scalability inherent in multicast provide a major benefit. The number of
destination entities may be 0, all or any number in between, i.e., unicast (one entity) and
broadcast (all reachable entities) are special cases of the multicast method. Data flows
requiring multicast functions are unidirectional. Depending on applications, multicast flows
are upstream or downstream, e.g., in the case of digital TV delivery, the flows coming from
video head end are sent to end users connected to NAP, whereas for other applications, like
teletraining, the flows could be provided from an end user server.

Having generically described the multicast mechanism, some specific characteristics are
analysed in the following from the service model point of view, in order to identify issues to
which a special attention must be paid.

Multicast / Broadcast

o
-

Figure 20: Multicast example

D A2.1 - From Reference 37/47 Public
Applications to Layer 2 and Layer 3
Services



IST - 6th FP
Mu e Project Deliverable Contract N° 507295

6.2.1 Multicast Ethernet MAC address and IP address mapping

In terms of defined addressing mapping, the IP addresses 224.0.0.0 through
239.255.255.255 (class D addresses) are reserved for multicast. Moreover, the IP multicast
addressing extends down to the MAC addresses of "multicast aware" network interface
devices, by using a reserved base Ethernet MAC address of 01:00:5E:00:00:00 and adding
the last 23 bits of a multicast IP address that a group is listening to. With this address
mapping, IP packets can be multicasted to a group of hosts over an Ethernet network.

However the default behaviour for an Ethernet switch is to forward all multicast traffic to
every port that belongs to the destination LAN on the switch. IGMP snooping is one of the
methods which efficiently allows to restrict IP multicast to a subset of Ethernet ports. Indeed,
the IGMP function "snoops" layer 3 information in the IGMP packets sent between end users
and the network node which terminates the IGMP flows. Also a table regularly updated by
the switch enables to replicate flows already available at its level.

This is the reason why the multicast/broadcast functionality always affects both layer 2 and
layer 3, i.e., the Ethernet as well as the IP layer. If the NAP is distinct from the NSP
delivering the IP service, the NAP is nevertheless required to implement certain IP
functionality, like IGMP snooping, in its network.

On the other hand, the provisioning model of multicast services considering an IPv4/IPv6
access network is based on multicast routing protocols like PIM-SM/D. However, it is also
possible to keep the IGMP mechanism by using IGMP forwarding functionalities in the
access network, allowing therefore to end IGMP messages further upstream in the network,
even with an IP access node.

The NSP will be responsible for the authentication and authorization of the subscribers and
also for the accounting process. In order to provide multicast services there will be a server
(DHCP-type) connected to the NSP, managing and assigning dynamically the multicast
addresses to be used in the multicast services. This will be done with a database containing
several multicast address pools in the 224/8 range, for the multicast services. So every
service, i.e., broadcast TV, PPV, and videoconference, has a different sub-range associated
to it. The size of the address pools will be defined according to the characteristics of the
service, i.e., so it will depend, for example, on the number of broadcast-TV channels or the
number of simultaneous videoconference sessions allowed by the Service Provider.

6.2.2 Ethernet service model model applied to multicast

Figure 21 shows an example of how the concept of a p-t-mp Ethernet service connection can
be used to support a multicast service with controlled membership to the multicast group. In
this case, the membership to the multicast group is controlled by an on-demand binding of
the multicast (sub-)flows to the service connection. This binding can be controlled via means
like IGMP snooping or a specific Layer 2 control protocol (L2CP). Since these protocols are
running at the IP layer an interworking between the Ethernet and the IP service layer will be
needed. Any implementation MUST keep this interaction as small as possible.
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Figure 21: A p-t-mp Ethernet service connection used for multicast.
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7 CIRCUIT EMULATION SERVICE

Circuit Emulation Service (CES) is currently used to enable various legacy PDH and SDH
circuits to be transparently extended across ATM networks. Wherever Ethernet or IP
networking evolves to replace ATM the same requirements for CES will be inherited. Work to
specify circuit emulation requirements for Ethernet (CESoE) and IP (CESoP) networking is
currently being actively progressed in groups such as the ITU, IETF, MEF and the MPLS
Forum to support this.

In a heterogeneous network environment, some ATM circuit oriented services will in turn
become legacy requirements for circuit emulation, which might be termed “virtual” CES, and
will require inclusion in the scope of CES consideration. CES will be an essential mechanism
for providing support of such ATM and TDM legacy services.

7.1 Reference Models
7.1.1 CES Point to Point Reference Model

The following reference models show the more complex CES requirements that can arise in
a heterogeneous network. It is obvious that in a fully evolved pure packet network some of
these options are not necessary. It is of note that ATM services could tunnel across the
packet network either as native ATM in a Virtual Circuit emulation, as shown in the figure
below, or packaged in a plesiochronous or synchronous structure in a TDM circuit emulation.
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Figure 22: Point-to-point CES reference model

This shows Ethernet analogues for TDM over ATM CES requirements, and the possible
need to tandem TDM - TDMoATM - TDMoPacket links. It also shows the possible tandeming
of ATM links and ATMoPacket CES that could implement an end-to-end IPOPPPoATM
service using a legacy DSLAM and BRAS.

7.1.2 CES Point to Multi-Point Reference Model

In the case of video broadcast streams for instance, there is a requirement to provide point to

multipoint CES.

D A2.1 — From Reference

41/47 Public

Applications to Layer 2 and Layer 3

Services



IST - 6th FP
Mu e Project Deliverable Contract N° 507295

Point to Multi-Point CES Reference Model
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Figure 23: Point-to-multi-point CES reference model

ATM Network circuit connection

Packet Network circuit connection

Key to symbols

O Network Native circuit I/F
“‘ Customer TDM, ATM or Packet Edge Function

’ Provider ATM Network CES Edge Function
' Provider Packet Network CES Edge Function

PDH/SDH Network circuit connection

A full consideration of the CES requirements should be understood in the context of
functional models based on ITU recommendations G.805 and G.809. This should include
consideration of the additional complexities associated with Ethernet and IPv6.
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7.2 CES Reference Model Scope

The CES General Reference Model in Figure xx captures the requirement for CES to support
the transport of TDM circuits across ATM and Ethernet/IP provider networks. Typically, CES
is required to provide emulation of a specified TDM circuit type ‘edge to edge’ across a single
type of provider network. However, the Reference Model also identifies the requirement for
the case of end-to-end service requiring traversal of another provider network type.

CES originates and/or terminates at the Customer Edge, which is unaware whether it is
using a circuit emulated rather than a native service. The customer edge is attached to the
provider network using an Edge Function, which provides the appropriate service emulation
mechanism to the customer edge to enable transport of the specified service across the
provider network. The customer edge — provider network interconnection may be physical or
virtual (eg an Ethernet port or an ATM VPI/VCI).

The CES Multi-point to Point Reference Model in Figure yy captures the requirements for
CES support of Point to Multi-point operation. Two circuit emulation scenarios are shown. In
one case the multiplexing function is provided within a single provider network, in the other
case the multiplexing function is provided within a different provider network. The null CES
case (where the multiplex function is performed externally) is also shown for completeness.

7.3 Operator CES requirements

Operator understanding of CES requirements is rapidly developing. It is essential that a small
set of generic CES requirements is developed capable of supporting a wide variety of legacy
services as well as those currently under development.

Packet network CES (as for ATM CES) requirements are derived from underlying SDH for
QoS, GOS and OAM.
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8 THE IMPACT OF IPV6 ON THE SERVICE MODELS

The service models outlined in chapter 4 and 5 for Ethernet and IPv4 are basically also fully
applicable to IPv6. However, some important differences of IPv6 to IPv4 must be taken into
account when specifying an IPv6 service model in detail. The main differences will be
discussed in the following sub-chapters, where the protocol versions differences are
resumed.

8.1 Ethernet Encapsulation

IPVv6 is assigned the specific Ethertype 0x86DD while IPv4 has Ethertype 0x0800. Therefore
IPv6 represents an independent network layer on top of an Ethernet link layer. As such IPv6
neither impacts the pure Ethernet service model nor the service model for IPv4. An Ethernet
service connection must be able to convey IPv4 as well as IPv6 datagrams, and this even
concurrently.

It is to be noted, however, that some Ethernet service implementations may allow to use
service attributes to put restrictions on the Ethertype of the frames being conveyed.

Also specific attention must be given in the case that IP protocols requiring neighborhood
detection are running over p-t-mp Ethernet service connections, e.g. as discussed below for
stateless IPv6 autoconfiguration.

8.2 Address Structures

An important impact of IPv6 is seen with respect to IP addressing. Following address types
are specified for IPv6:

e Unicast addresses:

- Internet Service Provider Unicast Address. Designed specifically for use
by Internet service providers (ISPs) to connect individual users to the
Internet.

- Link Local Unicast addresses. The Link-local address is for used on a
single link, for purposes such as auto-address configuration, neighbour
discovery, or when no routers are present.

- Site Local Unicast Address. They may be used for sites or organizations
that are not connected to the global Internet. They do not need to request
or "steal" an address prefix from the global Internet address space. IPv6
Site-local addresses can be used instead.

- IPv6 Transitional Unicast Address Structures. Two special IPv6 unicast
addresses have been defined as transition mechanisms to allow hosts and
routers to dynamically route IPv6 packets over an IPv4 network.
infrastructure and vice versa, IPv4-Compatible IPv6 Unicast Address and
IPv4-Mapped IPv6 Unicast Address.

e Anycast addresses:
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The anycast address, introduced in IPv6, is a single value assigned to more
than one interface. Typically, these interfaces belong to different devices. A
packet sent to an anycast address is routed to only one device. It is sent to
the "nearest" interface having that address, as defined by the routing
protocols' measure of distance.

Anycast addresses are formed from the unicast address space and may take
the form of any unicast address type. Anycast addresses are formed simply by
assigning the same unicast address to more than one interface.

e Multicast addresses:
Multicasting was previously supported in IPv4, but required the use of obscure
Class D addressing. IPv6 eliminates Class D addresses in favour of a new
address format in the address range FF00::/8 that permits trillions of possible
multicast group codes. Each group code identifies two or more packet
recipients. The scope of a particular multicast address is flexible. Each
address can be confined to a single system, restricted within a specific site,
associated with a particular network link, or distributed globally. IPv6 multicast
uses MLD (Multicast Listener Discovery) protocol instead of IGMP.

e Broadcast addresses: There is no explicit broadcast addressing in IPv6 because
broadcast can easily be handled by the extended multicast capabilities of IPv6.

The structured 128 bit address space of IPv6 makes the implementation of independent IP
service connections, which nevertheless use a coordinated ISP unicast addressing, much
easier and much more useful than with IPv4. This simplifies implementation of IP service
connections in a significant way, since a common routing table for different service
connections can be used. The use of IPv6 ISP unicast addresses thus can avoid the
complexity of learning private addresses and private routing tables within the access network
as required for IPv4 VPNSs.

It is to be noted however, that IPv6 also specifies private addresses called site local
addresses, which may still require an IP VPN service model in analogy to that currently being
implemented in the IPv4/MPLS core based on RFC 2547 [5].

8.3 Autoconfiguration
There are two types of autoconfiguration methods for IPv6 specified, that also can coexist:
- Stateful . The IPv6 equivalent of DHCP (DHCPv6). The DHCP server and the

client must both maintain state information to keep addresses from conflicting,
to handle leases, and to renew addresses over time.
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- Stateless. A host gains an address via automatically "leasing” an interface
address, without requiring a server to delve out address space. Stateless
autoconfiguration allows a host to propose an address (based on the network
prefix and its Ethernet MAC address). This address is checked by a
neighbourhood detection protocol to be unique. Because no server has to
approve the use of the address, or pass it out, stateless autoconfiguration is
simpler. However, since still there is no mechanism (besides DHCP) to pass
the DNS server address to the terminals, some degree of stateful
configuration will often be needed.

The neighborhood detection of the stateless mode makes use of Layer 2 multicast capability.
Therefore, each Ethernet service connection is seen as a separate link for the IPv6 network
layer. It follows that special care must be taken for p-t-mp Ethernet service connections,
since peer-to-peer traffic must be suppressed in this case while on the other hand the
stateless auto-configuration of IPv6 addresses requires exchange of protocol datagrams
between peers and must not be jeopardized.

8.4 Quality of Service

The traffic class and flow label fields in the IPv6 header can be used by the network for
policing and scheduling purposes.

With respect to QoS, IPv6 does not provide any new mechanisms relatively to IPv4.
Therefore the QoS techniques being specified for IPv4 such as DiffServ (RFC 2474 [6], RFC
2475 [7]) and the associated traffic engineering techniques are applicable also for IPv6.

The concept of a flow in IPv6 has no counterpart in IPv4. It could help in the access and
aggregation network for an easier identification of packets belonging to the same application
flow and may thus also substantially ease the task of application flow binding.

8.5 Terminal Mobility

Mainly due to the flexible and extended IPv6 addressing, terminal mobility is much easier to
support in IPv6 than in IPv4. IPv6 allows a service provider to offer a mobility service to its
customers in a much more flexible way. In fact there is no need of third parties to host a
foreign agent for roaming IPv6 users on the destination network. This way, in principle any
service provider wanting to offer an IPv6 mobility service only needs to have an IPv6 home
agent at its premises and has to enable mobility for its customers’ terminals.

However, a NAP will usually only grant access to his network to authenticated users.
Therefore a visiting mobile IPv6 terminal on a foreign NAP requires means for authentication
and authorization. This is especially true if broadband QoS services must be supported for
the visiting terminal, since these can require substantial network resources.

D A2.1 - From Reference 46/47 Public
Applications to Layer 2 and Layer 3
Services



IST - 6th FP
Mu e Project Deliverable Contract N° 507295

8.6 Peer-to-peer Services

In terms of peer-to-peer services, since the IPv6 address space is large enough to allow
each terminal to have its own unique address, this enables peer-to-peer services without the
need for special service proxies elsewhere on the network. Any terminal may directly connect
to any other terminal (according to established firewalls rules, what may prevent this kind of
communications), enlarging the possibilities of new applications (especially multimedia) and
certainly the amount and the pattern of the traffic on the network. This may have a big impact
on the existing network service model, which is today, mostly asymmetric, and may tend to a
more symmetric pattern in the future.

8.7 Security

IPv6 has an inbuilt mandatory security support, encompassing

e |P Authentication Header for integrity and authentication
e IP Encapsulating Security Payload for integrity and confidentiality.

It is foreseen that any IP service models in the broadband access needs service attributes
addressing these security features. Moreover terminal mobility requires a security
infrastructure which is interoperable between networks, as mentioned above. Therefore a
common, standardized and interoperable security infrastructure, e.g. based on a public key
infrastructure, is inevitable.
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